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Abstract
The m-Healthcare system can benefit medical users by providing high-quality pervasive healthcare monitoring, the growing of
m-Healthcare system still strangest on how we fully understand and manage the challenges facing in this m-Healthcare system,
especially on during a medical emergency. In this paper, we propose a new secure and privacy-preserving opportunistic computing
framework, called SPOC, to address this challenge.
With the help of our proposed SPOC framework, each medical user who is in emergency can achieve the user-centric privacy access
control to allow only those qualified helpers to participate in the opportunistic computing to balance the high-reliability of PHI
process and minimizing PHI privacy disclosure in m-Health care emergency. We introduce an efficient user-centric privacy access
control in SPOC framework, which is based on an attribute-based access control and a new privacy-preserving scalar product
computation (PPSPC) technique, and allows a medical user to decide who can participate in the opportunistic computing to assist
in processing his great PHI data.
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Although m-Healthcare system can benefit medical user by
providing high-quality pervasive healthcare monitoring ,the
flourish of m-Healthcare system still hinges upon how they fully
understand and manage the challenges facing in m-Healthcare
system, especially during a medical emergency .To clearly
illustrate the challenges in m-Healthcare emergency, they consider
the following scenario. In general, a medical user’s PHI should
be reported to the health care center every 5 minutes for normal
remote monitoring .However, when he has an emergency medical
condition, for example, heart attack, his BSN becomes busy
reading a variety of medical measures, such as heart rate, blood
pressure, and as a result, a large amount of PHI data will be
generated in a very short period of time, and they further should
be reported every 10 seconds for high-intensive monitoring before
ambulance and medical personnel’s arrival. However, since smart
phone is not only used for healthcare monitoring, but also for
other applications ,i.e., phoning with friends, the smart phone’s
energy could be insufficient when an emergency takes place.
Although this kind of unexpected event may happen with very
low probability, i.e., 0.005, for a medical emergency, when we
take into 10,000 emergency cases into consideration, the average
event number will reach 50, which is not negligible and explicitly
indicates the reliability of m-Healthcare system is still challenging
in emergency.

I. Introduction
With the pervasiveness of smart phones and the advance of
wireless body sensor networks (BSNs), mobile Healthcare(mHealthcare), which extends the operation of Healthcare provider
into a pervasive environment for better health monitoring, has
attracted considerable interest recently. However, the flourish of
m-Healthcare still faces many challenges including information
security and privacy preservation. In this paper, we propose a secure
and privacy-preserving opportunistic computing framework,
called SPOC, for m-Healthcare emergency. With SPOC, smart
phone resources including computing power and energy can be
opportunistically gathered to process the computing-intensive
personal health information (PHI) during m-Healthcare emergency
with minimal privacy disclosure. In specific, to leverage the PHI
privacy disclosure and the high reliability of PHI process and
transmission in m-Healthcare emergency, we introduce an efficient
user-centric privacy access control in SPOC framework, which
is based on an attribute-based access control and a new privacypreserving scalar product computation (PPSPC) technique,
and allows a medical user to decide who can participate in the
opportunistic computing to assist in processing his overwhelming
PHI data. Detailed security analysis shows that the proposed SPOC
framework can efficiently achieve user-centric privacy access
control in m-Healthcare emergency. In addition, performance
evaluations via extensive simulations demonstrate the SPOC’s
effectiveness in term of providing high-reliable-PHI process and
transmission while minimizing the privacy disclosure during
m-Healthcare emergency.
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II. Proposed System
In this paper, we propose a new secure and privacy-preserving
opportunistic computing framework, called SPOC, to address this
challenge. With the proposed SPOC framework, each medical
user in emergency can achieve the user-centric privacy access
control to allow only those qualified helpers to participate in the
opportunistic computing to balance the high-reliability of PHI
process and minimizing PHI privacy disclosure in m-Health
care emergency. We introduce an efficient user-centric privacy
access control in SPOC framework, which is based on an attributebased access control and a new privacy-preserving scalar product
computation (PPSPC) technique, and allows a medical user to
decide who can participate in the opportunistic computing to assist
in processing his overwhelming PHI data.
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SPOC framework allows a medical user to decide who can
participate in the opportunistic computing to assist in processing
his overwhelming PHI data. The user-centric privacy access
control to allow only those qualified helpers to participate in the
opportunistic computing to balance the high-reliability of PHI.
The attributed-based access control can help a medical user in
emergency to identify other medical users
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D. Healthcare Center

We propose SPOC, a secure and privacy-preserving opportunistic
computing framework for m-Healthcare emergency. With SPOC,
the resources available on other opportunistically contacted
medical users’ smart-phones can be gathered together to deal
with the computing-intensive PHI process in emergency situation.
Since the PHI will be disclosed during the process in opportunistic
computing, to minimize the PHI privacy disclosure, SPOC
introduces a user-centric two-phase privacy access control to
only allow those medical users who have similar symptoms to
participate in opportunistic computing.

III. System Details

IV. Models
In this section, we formalize the system model and security
model.

1.
2.
3.
4.

1. System Model
In our system model, we consider a trusted authority (TA)and a
group of l medical users
TA is a trustable
and powerful entity located at healthcare center, which is mainly
responsible for the management of the whole
m-Healthcare system, e.g., initializing the system, equipping
proper body sensor nodes and key materials to medical users. Each
medical user
is equipped with personal BSN and smartphone, which can periodically collect PHI and report them.

Medical users
Body Sensor Network (BSN)
Smartphone communication
Healthcare Center

A. Medical Users
Normally the medical user personal healthcare information (PHI)
is mainly invented for monitoring the patients without direct
interaction with doctors. In an m-Healthcare system, medical users
are no longer needed to be monitored within home or hospital
environments. Instead, after being equipped with smart-phone
and wireless body sensor network (BSN) formed by body sensor
nodes, medical users can walk outside and receive the high-quality
healthcare monitoring from medical professionals anytime and
anywhere.

2. Security Model
Access control indicates that although a passing-by person has a
smart-phone with enough power, as a nonmedical user, he is not
welcomed to participate in opportunistic computing.1 Since the
opportunistic computing requires smart-phones that are installed
with the same medical softwares to cooperatively process the PHI,
if a passing-by person is not a medical user, the lack of necessary
softwares does not make him as an ideal helper. Therefore, the
phase-I privacy access control is prerequisite. only allows those
medical users who have some similar symptoms to participate in
the opportunistic computing. There a son is that those medical
users, due to with the similar symptoms, are kind of skilled to
process the same type PHI. Note that, the threshold th is a user selfcontrol parameter. When the emergency takes place at a location
with high traffic, the threshold th will be set high to minimize the
privacy disclosure. However, if the location has low traffic, the
threshold th should be low so that the high-reliable PHI process
and transmission can be first guaranteed.

B. Body Sensor Network

This sensor will be equipped directly in the medical user. This
BSN will transmit the user details for every time period that we
have indicated. For example, each mobile medical user’s personal
health information (PHI) such as heart beat, blood sugar level,
blood pressure and temperature and other details will be captured
by the medical users Smartphone.

V. Feasibility Study
Feasibility study is the test of a system proposal according to its
workability, impact on the organization, ability to meet user needs,
and effective use of recourses. It focuses on the evaluation of
existing system and procedures analysis of alternative candidate
system cost estimates. Feasibility analysis was done to determine
whether the system would be feasible.

C. Smartphone communication

For each data transmitted from BSN will be aggregated by the
Smartphone that, the medical users having with them using
Bluetooth communication. This received medical information
or symptom will be transmitted to healthcare center periodically
with the help of 3G network.
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A. Technical Feasibility
The technology used can be developed with the current equipments
and has the technical capacity to hold the data required by the
new system.
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• This technology supports the modern trends of technology.
• Easily accessible, more secure technologies.
Technical feasibility on the existing system and to what extend it
can support the proposed addition.We can add new modules easily
without affecting the Core Program. Most of parts are running in
the server using the concept of stored procedures.

•
•
•

B. Operational Feasibility
This proposed system can easily implemented, as this is based on
JSP coding (JAVA) & HTML .The database created is with server
which is more secure and easy to handle. The resources that are
required to implement/install these are available. The personal of
the organization already has enough exposure to computers. So
the project is operationally feasible.

•

•
•

C. Economical Feasibility
Economic analysis is the most frequently used method for
evaluating the effectiveness of a new system. More commonly
known cost/benefit analysis, the procedure is to determine the
benefits and savings that are expected from a candidate system
and compare them with costs. If benefits outweigh costs, then
the decision is made to design and implement the system. An
entrepreneur must accurately weigh the cost versus benefits before
taking an action. This system is more economically feasible
which assess the brain capacity with quick & online test. So it is
economically a good project.
The development of a computer based system or a product is more
likely plagued by resources and delivery dates. Feasibility study
helps the analyst to decide whether or not to proceed, amend,
postpone or cancel the project, particularly important when the
project is large, complex and costly.Once the analysis of the
user requirement is complement, the system has to check for the
compatibility and feasibility of the software package that is aimed
at. An important outcome of the preliminary investigation is the
determination that the system requested is feasible.

•
•
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the case then deducing x (if r is given) becomes almost next
to impossible as it would take thousands of years to crack
this even with supercomputers.
This is also called the discrete logarithmic problem.
Coming back to the communication, all the three Bob, Alice
and eve now know g and p.
Now, Alice selects a random private number xa and calculates
(g to the power xa) mod p = ra. This resultant ra is sent on
the communication channel to Bob. Intercepting in between,
eve also comes to know ra.
Similarly Bob selects his own random private number xb,
calculates (g to the power xb) mod p = rb and sends this rb
to Alice through the same communication channel. Obviously
eve also comes to know about rb.
So eve now has information about g, p, ra and rb.
Now comes the heart of this algorithm. Alice calculates (rb
to the power xa) mod p Final key which is equivalent to (g
to the power (xa*xb) ) mod p .
Similarly Bob calculates (ra to the power xb) mod p =
Final key which is again equivalent to (g to the power(xb
* xa)) mod p.
So both Alice and Bob were able to calculate a common Final
key without sharing each others private random number and
eve sitting in between will not be able to determine the Final
key as the private numbers were never transferred.

VI. Algorithm
The Diffie-Hellman algorithm
This algorithm uses arithmetic modulus as the basis of its
calculation. Suppose Alice and Bob follow this key exchange
procedure with Eve acting as a man in middle interceptor (or the
bad guy).
Here are the calculation steps followed in this algorithm that make
sure that eve never gets to know the final keys through which
actual encryption of data takes place.
• First, both Alice and Bob agree upon a prime number and
another number that has no factor in common. Lets call the
prime number as p and the other number as g. Note that
g is also known as the generator and p is known as prime
modulus.
• Now, since eve is sitting in between and listening to this
communication so eve also gets to know p and g.
• Now, the modulus arithmetic says that r = (g to the power
x) mod p. So r will always produce an integer between 0
and p.
• The first trick here is that given x (with g and p known) ,
its very easy to find r. But given r (with g and p known) its
difficult to deduce x.
• One may argue that this is not that difficult to crack but what
if the value of p is a very huge prime number? Well, if this is
www.ijarcst.com

VII. Related Works
Opportunistic computing-The study of opportunistic computing
has gained the great interest from the research community recently,
and we briefly review some of them related to our work [7-10].
In [7], Avvenutietal. introduce the opportunistic computing
paradigm in wireless sensor network to solve the problem of
storing and executing an application that exceeds the memory
resources available on a single sensor node. Especially, their
solution is based on the idea of partitioning the application code
into a number of opportunistically cooperating modules, and each
node contributes to the execution of the original application by
running a subset of the application tasks and providing service
to the neighboring nodes. In [8], Passarell aetal evaluate the
performance of service execution in opportunistic computing.
Specifically, they first abstract resources in pervasive computing
as services, that are opportunistically contributed by providers
and invoked by seekers. Then, they present a complete analytical
model to depict the service invocation process between seekers and
providers, and derive the optimal number of replicas to be spawned
33
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on encountered nodes, in order to minimize the execution time
and optimize the computational and bandwidth resources used.
Although [7] and [8] are important for understanding how the
opportunistic computing paradigm work when resources available
on different nodes can be opportunistically gathered together to
provide richer functionality, they have not considered the potential
security and privacy issues existing in the opportunistic computing
paradigm [9], [10]. Different from the above works, our proposed
SPOC framework aims at the security and privacy issues, and
develops a user-centric privacy access control of opportunistic
computing in m-Healthcare emergency.

[9]

[10]
[11]
[12]

VIII. Conclusion
In this paper, we have proposed a secure and privacy preserving
opportunistic computing framework for m-Healthcare emergency,
which mainly explain how to use opportunistic computing
to achieve high reliability of PHI process and transmission in
emergency while minimizing the privacy disclosure during the
opportunistic computing. Detailed security analysis shows that
the proposed SPOC framework can achieve the efficient usercentric privacy access control. In addition, through extensive
performance evaluation, we have also demonstrated the proposed
SPOC framework can balance the high-intensive PHI process
and transmission and minimizing the PHI privacy disclosure in
m-Healthcare emergency. In our future work, we intend to carry on
smart phone-based experiments to further verify the effectiveness
of the proposed SPOC framework and also to identify the place
where the patient ,at the time of emergency.
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