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Abstract

Anonymizer is a proprietary anonymous communication system. It is moreover a tool that makes activity on the internet untraceable.
In order to compromise the service provided by the anonymizer, packet size based covert channel attacks are made. An attacker
between a malicious website and anonymizer server embeds a secret message (or) signal into the target traffic, whereas the attacker s
partner at the user side snuffle the traffic and recognize the secret message. To preserve the distribution of web packet size Monte
Carlo Sampling technique is adopted. To measure the TCP packet size dynamics Hurst parameter is used.
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I. Introduction

In this paper, anonymizer is explored and packet size based covert
channel attacks are presented that degrades the anonymous service
provided by the anonymizer. It is obviously an active traffic analysis.
The main idea of this attack is to embed a secret signal (or) message
at one end by the attacker and the same signal is recognized by the
attacker’s partner at the other end of the communication channel[ 1]
[2]. The architecture of anonymizer consists of a reverse proxy, Secure
Shell servers and web proxy servers. It is found that the size of HTTP
packets in anonymizer network is very dynamic.

In order to compromise the service provided by the anonymizer
covert channel attacks are designed. In basic covert channel attack,
the Empirical Cumulative Distribution Function (ECDF) of each
and every packet is evaluated which is then sampled by means
of Monte Carlo sampling technique. In Monte Carlo sampling
technique random numbers carrying the secret signals are mapped
to sequence of packet sizes. But this random sampling may disturb
the regularity and self similarity of TCP packet size dynamics.
To overcome the drawbacks of this basic covert channel attack,
enhanced covert channel attacks are introduced. In this, the web traffic
is repacketized into virtual web objects. Then the secret messages are
modulated into the size of last packets of these virtual web objects.
The last packet of a web object is denoted as least significant packet
and it is very dynamic. The modulation of successive packets to
carry message bits will disrupt the TCP packet size dynamics and
that can be measured by Hurst parameter [3] [4]. Hence this least
significant packet size based covert channel attack can preserve the
TCPregularity and self similarity. To preserve the distribution of web
packet size Monte Carlo sampling technique is used. First of all, the
message which has to be sent as a secret signal is encrypted by
means of a strong cipher. The generated cipher text is encoded
into k-bit symbols. A k-bit symbol can then be mapped to a packet
size by Monte Carlo sampling technique. But the packet size
distortion caused by anonymizer and Internet traffic may cause
difficulties in recovering the secret message, thus intelligent and
robust detection algorithm is used to recover them.

The remainder of this paper is organized as follows: In Section
II, The related works are reviewed. In Section III, basic covert
channel attack against the anonymizer architecture is presented.
In Section IV Enhanced covert channel attack based on least
significant packets is proposed. In Section V, the analysis on the
outcome is presented. The paper is concluded in Section VI.

Il. Related Work

Sunetal. [2] investigated the sizes of the HTML objects transmitted
over SSL connections and were able to identify the web pages
based on the number and size of objects in each encrypted HTTP
response. Without aggressive length padding, an algorithm was
used to identify many web pages with low false positive rate based
on number and size of objects alone.

Liberatore and Levine [5] examined that the packet sizes of HTTP
traffic transmitted over persistent connection or tunneled via SSH
port forwarding can statistically identify the web pages. The active
watermarking techniques intend to embed specific secret signal
into the target traffic. These techniques reduce the false positive
rate significantly if the signal is long enough.

Ramsbrock et al. [6] developed a novel packet flow watermarking
technique to address the botmaster traceback problem. A practical
solution was given to trace low-volume botnet C&C traffic in
real-time even if it is encrypted and laundered through multiple
intermediate hosts. The tracer has control of a single rogue bot
in the target botnet, and this bot can send a response to a query
from the botmaster.

Wang et al. [1] analyzed the fundamental limitations of achieving
anonymity in flow transformations. By injecting unique watermark
into the inter-packet timing domain of a packet flow, they were able
to make any long flow uniquely identifiable. It has been proved
that the flow watermarking attack only needs about 10 minutes
active web browsing traffic to penetrate the service provided by
anonymizer.

Ill. Basic Covert Channel Attack

The basic idea of this attack is as follows: An attacker embeds a
secret message into the web traffic; whereas the attacker’s partner
at the client side snuffles the message thereby the service provided
by the anonymizer is compromised. The workflow of this attack
is depicted in Fig.1

A. Generation of packet size sequence

An attacker at the malicious website controls the reverse proxy to
embed a secret message into the web traffic. When the malicious
website receives the HTTP requests for web objects through
anonymizer, it transmits the requested web objects to reverse
proxy. The attacker at the reverse proxy generates a sequence of
random numbers between 0 and 1.

By using Monte Carlo sampling and Empirical Cumulative
Distribution Function (ECDF) the random numbers are mapped to
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sequence of packet sizes. Let the probability mass function (PMF)
of the raw packet size is denoted as {p 1. Py P3... .p,} corresponding
to the sequence of packet sizes {psl’ ps,, ps3....ps, } The ECDF of
raw HTTP packet size is given as:

Fe(psl.):P(xSpsl.):pl—i—p2 +py P, (@)

The sequence of random numbers {ra, ra ,ra3....ra }, wherera e
[0, 1] and 1 is the length of the sequence is mapped to the packet

sizes if and only if
F, (psi ) 2ra, ()

The mapping between the random number and HTTP packet size
can be written as:

Table, : {ra1 ,ra, , ra, .., ra, }@ {pm 03Pt 3os P }

Generation of packet size
SequUENCe in @ random Recover the se?um of
fashion through Monte Carlo packet size
Sampling technique
Modulatingthe packet e Demadulate the packet size
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Fig. 1. Workflow of Basic Covert Channel Attack

B. Modulation and Demodulation of packet size
sequence

The attacker at the reverse proxy modulates packet size variation
according to {p_, p,, pra2,....p,}. The web traffic with these
modulated HTTP packet sizes will be forwarded to anonymizer.
The sequence of SSH packet sizes are deduced from the sequence
of raw HTTP packet sizes.

Tabley : {Prat . Pral oees Pral $52 {PSra)  PSral sees PSral

Algorithm to calculate S5H packet size based on

raw HTTP packer.

Input: S, 54, 5. 85p. 5. 54

Output: &,

Process:

Sp =8y -8 +5, +8§ Jmod 8§
ifS§,; <4 then
S, =5 +5,

end if

Sy =8y +5 +5+8p +5,

C. Recovering the packet size sequence

The HTTP proxy of anonymizer filters HTTP header fields and
the raw HTTP packet sizes are changed. To accurately recognize
the embedded symbols, the attackers partner at the client side

records the SSH packets and obtain the SSH packet size based
on raw HTTP packets.

IV. Enhanced Covert Channel Attack Based On Least
Significant Packets

To overcome the limitations of basic covert channel attack,
enhanced covert channel attack is designed. The normal HTTP
packets can be categorized into two classes: Classl consists of
HTTP packets whose size is greater than 1500, Class2 consists
of packets whose size is less than 1500. These Class2 packets are
referred to as the least significant packets. The workflow of this
enhanced covert channel attack is depicted in Fig.2.
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Fig. 2: Workflow of Enhanced Covert Channel Attack
A. Embedding a signal at the malicious website

1) Encrypting the signal

A message signal is being selected and encrypted (RC4 in counter
mode with an initialization vector (IV) is used) by a strong
cipher.

E_,(Message,1V) — {B, B, ..., By,

2) Encoding cipher text into k-bit symbols
The ECDF of the least significant packet size is used to find
maximum k.

2ks%,

m ax
After mapping the sequence of binary bits can be translated
into,

{B,.8,..8,, } {Sl : Sz/,Sguk }

3) Mapping k-bit symbols to packet sizes
Monte Carlo sampling technique is used to map the cipher text
symbol to an appropriate least significant packet size.
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B. Recovering the message at the client side

1. Demodulating the packet size sequence

Accomplice of the attacker at the client side sniffs the SSH
traffic transmitted to the user and records the packet size. Then
the size of SSH packets corresponding to raw HTTP packets are
calculated.

2. Mapping packet sizes to k-bit symbols

Accomplice records the size of SSH packet carrying the
symbols and obtain corresponding raw HTTP packet size. The
obtained HTTP packet sizes will be mapped to the symbols.

Then the sequence of the mapped symbols is derived as { S E

S, s S, }

3. Decoding k-bit symbols into signals
The recovered sequence of symbols are translated into binary bits

{B,.B,...B, }

4. Decrypting the ciphet text
The message is decrypted using RC4 algorithm with IV as:

D _,({B,.B, ... By }.1V) - Message

If the decrypted message is same as the original one, the attacker
confirms the relationship between the user and malicious
website.

V. Analysis On The Covert Channel Attack

1. Generation of packet size sequence

Packet Size Probability Empirical

Sequence Mass Cumulative
Function(PMF) Distribution

Function(ECDF)

50 0.2 0.2

100 0.2 0.4

200 0.1 0.5

500 0.3 0.8

700 0.1 0.9

1000 0.1 1.0

2. Embedding Message : nithyasrinivasan_90@gmail.

com

3. Monte Carlo sampling technique/process

110 0.03806228373702422 0.2 50
105 0.03633217993079585 0.2 30
116 0.04013840830449827 0.2 50
104 0035986159169550176 0.2 30
121 0.04186851211072665 0.2 50
97 0.03356401384083045 0.2 50
115 0039792387543252594 0.2 50
114 0.03944636678200692 0.2 50
105 0.03633217993079585 0.2 50
110 0.03806228373702422 0.2 50
105 0.03633217993079585 0.2 50

Modulated Packet Size Sequence

{160, 155, 166, 154, 171, 147, 165, 164, 155, 160, 155, 168,
147, 165, 147, 160, 145, 107, 98, 114, 153, 159, 147, 155, 158,
96, 149, 161, 159}

4. Recovery

Once the modulated sequence reaches the client, attacker at the
client side recovers the embedded message (nithyasrinivasan_90@
gmail.com). Thus the anonymity is compromised.

VL. Conclusion

In this paper, we investigated the packet size based covert channel
attacks, which can degrade the service provided by the anonymizer.
In order to make the attack more efficient, accurate and hard to
detect Monte Carlo sampling technique is used. It carefully maps
the ECDF of the packet size to preserve the packet size distribution.
In digital forensics privacy is a dual problem, so the proposed
technique can be used by law enforcement to track malicious and
anonymous web users via anonymizer. It can be used by people
who wishes to target marketing on the internet (ex: YouTube).
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