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Abstract
Cloud computing is a style of computing in which dynamically scalable and commonly virtualized resources are provided as a service
over the Internet. In order for this to become reality, however, there are still some challenges to be solved. Most important among
these are security and trust issues, since the user’s data has to be released to the Cloud and thus leaves the protection sphere of the
data owner.In this proposed system we have the process for embed the data in an cover medium and then encrypt it using Biometric
Authentic key generation. This system combines the effect of these two methods to enhance the security of the data. This article
presents the new techniques that provide triple level security to data by using stegnography to hide data, cryptography to encrypt
data, and using biometric authentic key generation which provide security a step ahead.
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I. Introduction
Cloud Computing moves the application software and databases
to the large data centers, where the management of the data and
services may not be fully trustworthy. This unique attribute,
however, poses many new security challenges. There are many
benefits to using cloud storage, most notable is file accessibility.
Files stored in the cloud can be accessed at any time from any place
so long as you have Internet access. Another benefit is that cloud
storage provides organizations with off-site (remote) backups of
data which reduces costs associated with disaster recovery. . Data
hiding techniques have been widely used to transmission of hiding
secret message for long time.
II. Related Work
Through the years, a large body of academic literature has been
published related to the security of cloud computing. Hopes have
been placed in the area of cryptography, in particular such that
decryption keys with the csp is not necessary.
a. New Cryptographic Challenges in Cloud Computing Era by
Aurentiu Burdusel. This article presents the new techniques
that provide security to the private data, and also provide
mechanisms for searching or processing encrypted data,
like PE and FHE. The FHE represents a big step in modern
cryptography and opens new challenges to cryptology
researchers and also it helps the new IT technologies to be
faster adopted
b. Data Security in Cloud Computing with Elliptic Curve
Cryptography by Veerraju Gampala, Srilakshmi Inuganti,
Satish Muppidi. This paper concern here data security with
Elliptic curve cryptography to provide confidentiality and
authentication of data between clouds.
c. Encryption Techniques for Cloud Data Confidentiality
by Aized Amin Soofi1, M.Irfan Khan and Fazal-e-Amin.
This paper present a review on question What encryption
approaches have been used to ensure data confidentiality in
cloud computing?
d. Data Security in Cloud Computing using Encryption and
Steganography by Karun Handa, Uma Singh. This paper
is based on the principle of securing data both during
transmission and while data-at rest at servers.
e. Data Security in Cloud by Jijo.S. Nair, BholaNath Roy. This
paper states using combination of Steganography and Storage
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System (Markov Chain Model) for security purpose.The idea
of using Steganography is for the process of hiding messages
inside a computerized image file so that if at all unauthorised
recipient is able to get data any how then also he will not be
able to access the secret data stored within the image.
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Fig.1:
Transmission side of Proposed Sysyem
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Used for Stegnography
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Fig.
2 : Receiving side of Proposed System










Fig.
3 : Minuitia Extraction



In a nutshell, the reason that we use this system is :

Cryptography + Steganography = Secure Steganography
• Use of cryptography with stegnography for enhanced security

in cloud Computing.
• Implementation of Biometric authentic Key Generation.
• Use
layer Security by using cryptography stegnography
 triple


and minuitia
used in cryptography key Generation.

• Enhance
social networking by enabling selected content
     
sharing
according to user rights
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