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Abstract
A MANET is an infrastructure-less type network, which consists of number of mobile nodes with wireless network interfaces. In order
to make communication among nodes, the nodes dynamically establish paths among one another. The nature and structure of such
networks makes it attractive to various types of attackers. Security is a major concern for protected communication between mobile
nodes. MANET has no clear line of defense, so, it is accessible to both legitimate network users and malicious attackers This paper
evaluates the impact of some adversary attack on mobile Ad Hoc Network (MANET) system. We have further make an attempt to
introduce some efficient security techniques to provide robust security solution.
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I. Introduction
A mobile ad-hoc network (MANET) is a self-configuring
infrastructure less network of mobile devices connected by
wireless. It is a set of wireless devices called wireless nodes,
which dynamically connect and transfer information. Each node
in a MANET is free to move Independently in any direction,
and will therefore change its links to other devices frequently;
each must forward traffic unrelated to its own use, and therefore
be a router. The MANET network enables servers and clients to
communicate in a non-fixed topology area and it’s used in a variety
of applications and fast growing networks.
With the increasing number of mobile devices, providing the
computing power and connectivity to run applications like
multiplayer games or collaborative work tools, MANETs are
getting more and more important as they meet the requirements
of today’s users to connect and interact spontaneously.

•
•

II. Security in Manet
Mobile Ad-hoc Network (MANET) is different from the traditional
wired networks due to its mobility, infrastructure less topology
and the absence of central authority in the network. Any system
that has to be protected might have weaknesses or vulnerabilities,
some or all of which may be targeted by an attacker. Hence, one
approach to designing security mechanisms for systems is to look
at the threats that the system faces and the attacks possible given
the vulnerabilities. The design security mechanisms should then
ensure that the system is secure in the light of these threats, attacks,
and vulnerabilities.
III. Vulnerabilities
The vulnerabilities of MANETs are summarized below
•
Wireless links: First of all, the use of wireless links makes
the network susceptible to attacks such as eavesdropping
and active interference. Unlike wired networks, attackers do
not need physical access to the network to carry out these
attacks.
•
Dynamic topology: MANET nodes can leave and join the
network, and move independently. As a result, the network
topology can change frequently. It is difficult to differentiate
normal behavior of the network from anomaly/malicious
behavior in this dynamic environment.
•
Co-operativeness: Routing algorithms for MANETs usually
assume that nodes are cooperative and non malicious. As a
result, a malicious attacker can easily become an important
routing agent and disrupt network operations by disobeying
the protocol specifications.
•
Lack of clear line of defense: MANETs do not have a clear
line of defense; attacks can come from all directions. The
boundary that separates the inside network from the outside
world is not very clear on MANETs.
•
Limited resources: Resource constraints are a further
vulnerability. There can be variety of devices on MANETs,
ranging from laptops to handheld devices such as PDAs
and mobile phones. These will generally have different
computing and storage capacities that can be the focus of

Fig.1 : Mobile ad-hoc network
A. Characteristics
•
The nodes can join or leave the network anytime, making
the network topology dynamic in nature
•
Mobile nodes are characterized with less memory, power
and light weight features
•
The reliability, efficiency, stability and capacity of wireless
links are often inferior when compared with wired links. This
shows the fluctuating link bandwidth of wireless links.
•
Mobile and spontaneous behavior which demands minimum
human intervention to configure the network
•
All nodes have identical features with similar responsibilities
and capabilities and hence it forms a completely symmetric
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environment.
High user density and large level of user mobility.
Nodal connectivity is intermittent.
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new attacks.

B. Worm Hole Attack
Wormhole attack is a silent and severe type of attack since it simply
copies the packet at one location and replays them at different
location or within the same network. So, in wormhole attack, there
are two neighbor malicious nodes. They copy the packet at one
location and replay the same packets without any changes in the
content at different location or within the same network.

IV. Attacks
MANETs often experience unusual security attacks because of
their following features such as dynamically changing topology,
lack of central monitoring, mutual algorithms and absence of a
centralized certification authority etc. Generally mobile ad hoc
networks are affected by two kinds of attacks which are classified as
passive and active. Passive attacks do not affect the functionality of
network, but may attempt to find out vital information by listening
to traffic. It is difficult to identify such attacks as under these
attacks the network operates normally. These attacks basically
obtain critical routing information through sniffing. Such attacks
are usually complex to identify and protection against such attacks
is also difficult. Moreover, it is sometimes not even possible to
trace the exact location of the attacker node. Generally, such type
of attacks is prevented with the help of encryption.
Table 1. Some Attacks on the Protocol Stack
LAYERS
Application layer

ATTACKS
Data corruption, viruses and worms

Transport layer
Network layer
Data link layer

TCP/UDP SYN flood
Hello flood, black hole, worm hole
Monitoring, traffic analysis

Physical layer

Eavesdropping, active interference
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Fig. Wormhole Attack
VI. Simulation Results
We have proposed the method to improve the system’s efficiency
using different routing protocols (AODV, DSDV etc). We have
also proposed a method to countermeasure these attacks using
elliptical security keys.

V. Some More Harmful Attacks
A. Black Hole Attack
Black hole attack is also an important and suspicious attack in
mobile ad hoc networks. It sends fake or false routing information
to the source node that it has fresh routing path from source to
destination. In on-demand routing protocol, if a source node S starts
to send route request(RREQ) packets to initiate the transmission.
At that time, S sends route request packets to its neighbors. They
are forwarding the packets to their neighbors. In this way the
route request packets are sent up to the destination. In black hole
attack, the attacker captures the route request packets and sends
route reply(RREP) packets back to the source node S that it has
the fresh route from S to destination D. Source node S discards
the other route reply packets that are coming from other route.
After getting the route reply from attacker node, S decides to
send the further data along that path. But the data is transmitted
only to the attacker node. And attacker node will decide whether
the data may

Fig. 6.1: Black hole effects on system efficiency

Fig. 6.2: worm hole effects on system efficiency
Fig. Black hole Attack
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Fig. 6.3: Effect of Attacks on PDR of the network
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Fig. 6.7 : Improved DSDV

A. Routing Protocol Appraoches(AODV, DSDV)

Fig. 6.8: Comparing of Secured Routing Protocols

Fig. 6.4 : throughput of the system with protocols

B. Overall Comparison

Fig. 6.5 : Comparing AODV & DSDV

Fig. 6.9: Overall comparison of the system efficiency
VII. Conclusion
In this paper, we have analyzed the security threats an ad-hoc
network faces and presented the security objective that need to
be achieved. On one hand, the security-sensitive applications
of an ad-hoc networks require high degree of security on the
other hand, ad-hoc network are inherently vulnerable to security
attacks. Therefore, there is a need to make them more secure and
robust to adapt to the demanding requirements of these networks.
The flexibility, ease and speed with which these networks can be
set up imply they will gain wider application. This leaves Adhoc networks wide open for research to meet these demanding
application. The research on MANET security is still in its early
stage.

Figure 6.6: Improved AODV
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networks”. Ad Hoc Networks, Volume 6, Issue 1, Pages
32-46, January 2008

VIII. Future Scope
There is a need to analyze Black Hole attack in other MANETs
routing protocols such as TORA and GRP. Other types of attacks
such as Jellyfish and Sybil attacks are needed to be studied in
comparison with Black Hole attack. They can be categorized on
the basis of how much they affect the performance of the network.
Black Hole attack can also attack the other way around i.e. as
Sleep Deprivation attack. The detection of this behavior of Black
Hole attack as well as the elimination strategy for such behavior
has to be carried out for further research. Further the work can
be extended considering more secure environment using different
security methods.
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