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Abstract
A new way to amplify the security of data transmission of mobile ad-hoc network is presented in this work. There is a gigantic
increase in using mobile ad-hoc networks for both surveillance and future warfare operations. This has required the development
of innovative MANET solutions to the reliability, security and scalability needs of the defense communications environment and
Governance environment. Security and reliability are key aspects of mobile ad-hoc network, especially in security sensitive applications
like military. Secure Communication Transmission protocol and secure the data transmission phase by end-to-end secure data
forwarding protocol to the multiple paths with minimal redundancy. This work increases the through the removal of multiple paths
with minimal redundancy. The fault detection delay is reduced drastically. The delay and jitter variants can also be improved if the
nodes location can be predicted nodes location and reducing the unnecessary traffic with the aid of spatial and temporal work is
the second phase of this work.
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I. Introduction
Mobile ad hoc networks are need for people to communicate
using mobile devices. MANET’s data transmission is important to
protect the privacy of the data. In mobile ad hoc networks, there is
no central administration to take care of detection and prevention
of anomalies. However, most of the existing key management
schemes are not feasible in adhoc networks because public key
infrastructures with a centralized certification authority to deploy
[16,7]. Various Attacks on ad hoc are classified into non disruptive
passive attacks and disruptive active attacks. The active attacks are
further classified into external attacks and internal one. External
attacks are carried out by nodes that do not belong to network and
can be prevented by firewalls and encryption techniques. Internal
attacks are from internal nodes which are actually authorized nodes
and part of the network hence it is difficult to identify them. Lot
of works [1, 5, 9, 10] had been done in the area of identifying and
removal of adversaries in the network. Considering the benefits
over the overhead involved in utilizing the multiple paths are
increased security, reliability and reduced congestion [4] that is
mostly needed for MANETs in military and MANET Governance
in 4G. It is not able to overcome the compromised nodes attacks.
The work presented in this paper has two phases. The first phase
is to improve the security and reliability of data transmission in
mobile ad hoc networks by providing secured routes. The faults are
identified and those links will be avoided in the data transmission
phase. The current topological information will be gathered based
on the network behaviour such as transmission time, Probability
of lost packets and correctly received acknowledged packets and
a threshold is set which is used in binary search probing. Based on
the global positioning system (GPS) to reduce the search space.
The nodes may exchange the current velocity vectors such as speed
and direction to predict the location of the nodes. The spatial and
temporal mining can be used to find the relative appropriateness
of the location. For example:
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MANET CAN BE EFFICIENTLY USED IN SITUATION
LIKE:
Situation 1:
Government of India has announced to develop 100 Smart Cities
in the country which is appreciated as a bold step in the context
of sustains the economic growth and unprecedented urban growth
that is being experienced. On an analysis of the literature available
on Smart Cities, it reveals that one of the reasons you need Smart
Cities has been Good Governance, while analyzing the components
proposed in a Smart City one of the critical component is Smart
Governance. One of the challenges today which is common
lack of manpower and competence to manage & regulate the
urban growth. One of the key areas of concern has been urban
governance. Various mandatory reforms in urban governance have
been proposed under the JnNURM Scheme of Government of
India of which e governance was one. The implementation of e
governance has been poor and not uniform across the country. SO,
if we design with MANET WITH 4G the Governance structure
will be emerged as an effective tool for good governance in not
only facilitating openness and transparency, but also in creating a
flow of information between departments, institutions, and various
layers of the government. Mobile adhoc-Governance will surely
steer the government to a 'service oriented' mindset and make it
more agile, responsive, accountable, and action-oriented (Singh,
A., 2010).
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1.Public
WIFI

SECURED DATA COMMUNICATION with MANET:
1) MANET with Active Path Sets (APS) and Data Transmission:
A set of active diverse, node disjoint multiple paths are selected by
applying secured route discovery protocol. The set of paths used
for current data transmission are known as Active Path. The Data
is isolated based on transmitted in multiple paths by dispersing it
into pieces and after encoding. Redundancy ensures successful
reconstruction of data even if some loss occurs due to malicious
nodes or breakage of routes. 2) MANET with Robust Feedback
Mechanism: Each isolated piece is transmitted in different route
and carries a Data Authentication Code and by that the integrity
of the message and authenticity of the source is verified. After
validation, the destination acknowledges every successful receipt.
The feedback mechanism is also cryptographically protected and
isolated. 3)MANET with APS Adaptation: Successful receipt of
ACKS indicates operational routes while missing ACK implies
that the route is either broken or compromised. The paths are rated
based on short term and long term rating. The routes are selected
or discarded based on their rates.
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Situation 2:
India has emerged as a key tourist destination, besides being a major
business and service hub. Immigration Check Post is the first point
of contact that generates public and popular perception about the
country, thus necessitating a state of the art system for prompt and
user-friendly services. Within the generic objective of facilitating
legitimate travel without compromising security, it is necessary to
develop a secure, integrated service delivery framework to enhance
security and facilitation in the Visa issuance process, and the
Immigration function besides fortifying the Foreigners registration
processes for effective tracking of foreigners. The Passport, Visa
issuance & consular matters, Immigration, Foreigners registration
& tracking and Emigration are inter-related subjects involving
the surveillance.

MANET CAN BE EFFICIENTLY USED IN SITUATION
LIKE SURGICAL STRIKE 26/11 , at TAJ HOTEL IN
MUMBAI and A SURGICAL STRIKE at UDI AT KASHMIR
is a military attack which results in surrounding structures, vehicles,
buildings, or the general public infrastructure and utilities provides
an extremely flexible method for establishing communications for
fire/safety/rescue operations or other scenarios requiring rapidlydeployable communications with survivable, efficient dynamic
networking. Rescue workers engaged in disaster relief investigate
the extent of the damage around them and collaboratively work
by sharing the information on their locations and findings. In a
situation like 26/11, commandos inside the TAJ could communicate
with the use of MANET and they could be connected with the rest
of world by using satellite network. But at that time we were not
aware about what was happening inside the building.
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Conclusion
Strengths of Mobile Ad-hoc Network Intrusion Detection
System:
MANIDS can perform the following functions to enhance the
security.
•
Measurements and analysis of typical and atypical user
behavior. For example an anomaly based MANIDS is capable
of detecting high volume traffic flows, flash crowds, load
imbalance in the network, sudden changes in demand of a
port usage, sudden surge of traffic from/to a specific host,
etc.
•
Detection of known worms, viruses, and exploitation of
a known security hole. Signature based MANIDS can
detect these events with fairly high degree of accuracy. An
appropriate signature will also ensure a low false positive
probability.
•
Some advanced MANIDS systems also enable recognitions
of patterns of system events that correspond to a known
security threat.
•
Enforcement of the security policies in a given network.
For example a MANIDS can be configured to block all
communication between certain sets of IP addresses and or
ports. A MANIDS can also be used to enforce network wide
access controls.
•
Anomaly based MANIDS can also recognize, with a certain
false positive probability, new attacks and abnormal patterns
in the network traffic, whose signatures are not yet generated.
This will alert the network administrator early, and potentially
reduce the damage caused by the new attack.
Limitations of MANIDS
•
A mere Workaround: A number of researchers have argued
that a MANIDS is more or a less a workaround for the flaws
and weak or missing security mechanisms in an operating
system, an application, and/or a protocol.
•
False Positives: MANIDS comes with a bane, i.e. false
positives. A false positive is an event when a MANIDS falsely
raises a security threat alarm for harmless traffic. Signatures
can be tuned precisely to reduce such false positives, however
fine signatures create a significant performance bottleneck,
which is the next limitation of MANIDS. Current Anomaly
based algorithms lead to even higher false positives.
•
Performance issues: Current signature based MANIDS
systems use to reduce false positives long signatures are
required which further reduces the performance.
•
Encryption: The ultimate threat to the very existence of
the signature based MANIDS systems is the increasing use
of data encryption. Everybody dreams to encrypt their data
before transmission. Once the packet payloads are encrypted,
the existing signatures will become completely useless in
identifying the anomalous and harmful traffic.
www.ijarcst.com
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New and sophisticated attacks: Commercial MANIDS which
are signature based are unable to detect new attacks whose
signatures are not yet devised. Anomalies based MANIDS
can detect such attacks but due to the limitations of the current
anomaly detection algorithms, an intelligent attacker can
always develop attacks that remain undetected.
Human intervention: Almost all MANIDS systems require
a constant human supervision, which slows down the
detection and the associated actions. Some recent systems
such as Network Intrusion Prevention Systems (NIPS) can
automatically take pre-programmed actions but these are
limited only to the well known attacks.
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